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1 About this documentation

Please read this chapter thoroughly before using the project planning manual.
Editions of this documentation

Edition Release  Note
Date
Edition 01 2018-01 First edition
Edition 02 2019-03 Revised edition
Edition 03 2020-05 Information on Windows 10 modified

Tab. 1-1: Change Record

1.1 Scope

This documentation applies to IndraControl PR and VR devices.

1.2 Overview on target groups and product phases
In the following illustration, the framed activities, product phases and target
groups refer to the present documentation.

Example: In the product phase "Mounting (assembly/installation)", the "mechan-
ic/electrician" can execute the activity "unpack, mount and install" using this
documentation.

R911384733_Edition 03 Bosch Rexroth AG
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V

Product ; Mounting - B :
phases { Selection > (assembly/insta\lation} Englneenng> Commlssmm@ Operation

Presales | Aftersales

- >
< »>

'Design engineer’

Decommissioning

Mechanic/
electrician

( Programmer ) ( Programmer )
Technologist ( Commissioning engineer )

Target [ Technologist

roups iali .

group specialist | Process specialist
Machine
operator

Maintenance] | Mechanic/

technician electrician

(  select )|[ Unpack ||(Parameterize)|(_ Optimize )|(_ Operate )| Dismount |

[ Service ]|[Disposal company |
(
(

(C pPrepare  )|[ Mount J|(C Program )|| Test || Maintain )| Dispose |
Activities [ Design ||[ Instal ]| Configure ) Remove
- faults

Create
the NC program

Fig. 1-1: Assigning the present documentation to the target groups, product phases and ac-
tivities of the target group

1.3 Purpose

This documentation is intended for users that commission an IndraControl PR or
VR device. General information is provided on the operating system available for
the respective device and its included specific programs.

1.4 Customer feedback

Customer requests, comments or suggestions for improvement are of great im-
portance to us. Please email your feedback on the documentations to Feed-
back.Documentation@boschrexroth.de. Directly insert comments in the elec-
tronic PDF document and send the PDF file to Bosch Rexroth.

2 Using safety instructions

2.1 Structure of the safety instructions

The safety instructions are structured as follows:

Bosch Rexroth AG R911384733_Edition 03
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Safety alert symbol Consequences and
ﬂ Signal word / source of danger
A CAUTION Burns and chemical burns due to wrong

battery treatment!

Do not open the batteries and do not heat them over 80 °C.

A

Avoiding danger
Fig. 2-1: Structure of the safety instructions

2.2 Explaining signal words and safety alert symbol

The safety instructions in this documentation contain specific signal words
(danger, warning, caution, notice) and, if necessary, a safety alert symbol
(according to ANSI Z535.6-2006).

The signal word draws attention to the safety instruction and indicates the risk
potential.

The safety alert symbol (triangular safety reflector with exclamation marks),
preceding the signal words Danger, Warning, Caution indicates hazards for
persons.

A DANGER

In case of non-compliance with this safety instruction, death or serious injury
will occur.

A WARNING

In case of non-compliance with this safety instruction, death or serious injury
can occur.

A\ CAUTION

In case of non-compliance with this safety instruction, minor or moderate injury
can occur.

R911384733_Edition 03 Bosch Rexroth AG
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NOTICE

In case of non-compliance with this safety instruction, material damage can
occur.

2.3 Symbols used

Pointers are displayed as follows:

[@ This is a note.

Tips are displayed as follows:

Q This is a tip.

2.4 Explaining the signal alert symbol on the device

If this symbol is on your device, you have to observe the documentation
on the device. The respective documentation informs on the type of
hazard as well as the steps required to avoid this hazard.

3 Windows 10 loT Enterprise

The PR and VR devices are provided with Windows 10 loT Enterprise upon deliv-
ery.

3.1 Local users

The user "Rexroth" is created upon delivery. This user is automatically logged in
upon device start.

User name Password Member of the user Auto login
group
Rexroth Rexroth Administrators Active

Tab. 3-1: Local users

Bosch Rexroth AG R911384733_Edition 03
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NOTICE Data misuse by insecure password

The default user "Rexroth" and the password "Rexroth" provided upon delivery
are intended for a facilitated commissioning.

Immediately create own users after the commissioning or change the password
of the standard user.

3.2 File storage of Rexroth data

The following Rexroth-specific data is stored in the folder "C:\Support\Rexroth"
in the Windows installation:

e Licensing terms of Microsoft Windows 10 loT Enterprise & Mobile (all edi-
tions)

e Release notes and change record of the Windows image.
e Rexroth folder

— Program to set the brightness of the display ("PR/VR Brightness Control" or
"DR/DE Brightness Control")

— Program to set the display orientation ("PR/VR Orientation Setting")
— Sample scripts for the Windows 10 loT "Unified Write Filter"

3.3 Languages

The Windows 10 loT Enterprise display language is set to English by default. Go
to Settings » Time and language » Region and language to change the lan-
guage.The following language packages are installed.

e English (default setting)
e German

e Spanish

e French

e Italian

e Portuguese

e Swedish

More language packages are stored on the recovery USB stick provided upon de-
livery. Languages can be installed as follows:

1. Connect the recovery USB stick to the USB port of the PR/VR device.
2. Press the Windows key and the R key to open the "Run" dialog.
3. Enter Ipksetup and press OK.

R911384733_Edition 03 Bosch Rexroth AG
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4 Run

Type the name of a program, folder, docurment, or Internet
resource, and Windows will open it for you.

Qp En: kasetup

S
QK Cancel Browse...
Fig. 3-1: Windows 10 loT Enterprise — Display language setup
4. Select the entry "Install display languages"
*
& Install or uninstall display languages
Choose to install or uninstall display languages
Display languages allow Windows te display text in your chosen language and where supported
recognize speech and handwriting,
— Install display languages
—> Uninstall display languages
Cancel

Fig. 3-2: Windows 10 loT Enterprise — Display language installation

5. Select the file path of the recovery USB stick. Select the language in the
folder "Win10 xx Langpacks".

Bosch Rexroth AG R911384733_Edition 03
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& % Install or uninstall display languages

Select the display languages to install

Type or browse to the location that contains the display language files:

| E\Win10 LTSB 2016 Langpacks

|k Browse...

Language

1o0oodo

Arabic (du,=ll)

Bulgarian (6earapckm)

Chinese (Simplified) (5P (EHE)
Chinese (Traditional) (SP3 E558))
Croatian (hrvatski)

Czech (Eeitina)

Manich (Aanzld

Type

Size

156 MB
112 MB
160 MB
164 MB
112 MB
160 MB
15A MR

Message ~

L

Required disk space: 0MB
Available disk space: 866 GB
Next Cancel

Fig. 3-3: Windows 10 loT Enterprise - Display language installation
6. Log off the system and log in again to apply the changed language setting.

3.4 Windows themes

The following Windows themes are available for different display formats and

orientations:

Theme name Display format

Rexroth 4:3 Landscape format
RexrothWS 16:9 Landscape format
RexrothWSP 9:16 Portrait format

Tab. 3-2: Available Windows themes
These Windows themes are displayed in the display properties as "Installed
Themes". Go to the display properties to select the theme matching the connec-

ted display.

ISy

To quickly and easily toggle between the 16:9 landscape format and

the 9:16 portrait format, use the tool "PR/VR Orientation Setting".
This tool also applies the setting of the respective Windows theme.

R911384733_Edition 03 Bosch Rexroth AG
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&l personalization - o X
o &l > ControlPanel » Appearance and > v | [ search Control Panel P

Control Panel H -
entrelFanetroms Change the visuals and sounds on your computer

Change desktap icons Click a theme to change the desktop background, color, sounds, and screen saver all at once.

Change mouse pointers ave theme — Get more themes onfine 5

Windows Default Themes (3}

? v i ! .
Windows Windows 10 Flowers.
Installed Themes (3)
A ‘ 7 ‘ ¥
‘ i | ‘
Rexroth RexrothWs RexrothWSP
High Contrast Themes (4)
.
| 2 '®
o S

Deskiop Background Color Sounds Screen Saver
Rexroth Desktop 1920:1080 Custom Windows Default None

Fig. 3-4: Installed Windows themes - Available Rexroth themes

3.5 Windows recovery

A USB recovery stick is included upon delivery of the PR/VR devices. The basic
image can be restored using this recovery USB stick.

[@3 The basic image on the recovery USB stick does not include any driv-
ers of the installed option modules. Download these drivers from the
Bosch Rexroth homepage.

= The basic image on the recovery USB stick does not replace the data
backup required in case of device failure. We strongly recommend to
use the data backup software "Acronis" that can be purchased sepa-
rately.

Run the Windows recovery as described in the following.

1. Connect the recovery USB stick to the USB interface of the switched-off
control cabinet PC.

2. Press the “Reset” button of the control cabinet PC for more than three sec-
onds

or

directly press F7 after switching on the device and select the USB disk
boot "UEFI: USB DISK 2.0 PMAP".

Bosch Rexroth AG R911384733_Edition 03
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Please select hoot device:

UEFI: Built-in EFI Shell

Windows Boot Manager (P2: SQF-S2SMB-256G-SAC)
UEF1I: USB DISK 2.0 PMAP, Partition 1

Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

Fig. 3-5: Recovery F7 USB Disk boot.
3. Confirm the safety prompt with "Yes". The recovery starts.

! Are you sure to start Windows recovery? ALL data on disk will be erased!
To start Windows recovery, press Yes', To quit and reboot. press 'No'!

Fig. 3-6: Safety prompt for the recovery

4. To end the recovery, select "Shutdown" or "Restart" to shut down or re-
start the control cabinet PC.

[@3 After shutting down the control cabinet PC, remove the recovery
USB stick!

R911384733_Edition 03 Bosch Rexroth AG
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= After restarting the control cabinet PC, the restored Windows ope-
rating system starts with an automatically elapsed setup process.
Wait for this setup process until the computer completed booting.

3.6 Content of the recovery USB stick

There is the following data on the recovery USB stick in addition to the recovery
system:

e Licensing terms of Microsoft Windows 10 loT Enterprise & Mobile (all edi-
tions)

e Release notes and change record of the Windows image.
e More data folders:

Data folders Content

\Win10 Langpacks All available display language packages for Win-
dows 10 loT Enterprise.

\Rexroth\Plattform Drivers All drivers in the Windows 10 image that are not
part of the Windows setup.

\Rexroth\Software Installation files of the additional Rexroth control

cabinet PC software, e.g. "Dashboard".

Tab. 3-3: Content of the recovery USB stick

4 PRVR dashboard

The "PRVR dashboard" is included in the Windows 10 images of the PR and VR
devices. The PRVR dashboard can be used to display information on the devices
and settings can be changed.

The dashboard software is also a part of the Windows service (PRVR Dashboard
Service) that runs the hardware monitoring cyclically.

To start the PRVR dashboard, go to Start » Rexroth » PRVR Dashboard in the
start menu or click on the Desktop icon "PRVR Dashboard".

-
=l
FRUR
S

Fig. 4-1: Desktop icon "PRVR Dashboard"

Bosch Rexroth AG R911384733_Edition 03
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4.1 Menu

After opening the PRVR dashboard, open the menu on the navigation in the
dashboard in the upper left. The following figures shows the open menu to navi-
gate in the dashboard.

Qo=

A PRVR Dashboard

=

0+ 6|/ prR Dashboard <[]

= Disk

% Monitor Service
$ ups

B ew

&) Touch

© LICENSE

Fig. 4-2: Dashboard menu

Dashboard menu items Content

PRVR Dashboard Display of the CPU information
Display of the memory information

Display of the hardware monitor (HWMonitor)
Display of the system information

Disk Display of general information
Display of lifetime information
Display of additional information

Monitor Service Temperature monitoring (Temperature Monitor)
Mass storage monitoring (Disk Monitor)
UPS configuration (UPS monitor)

Electronic type plate - writing on user fields (ETP
Monitor)

Password change (System Password)

R911384733_Edition 03 Bosch Rexroth AG
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Content

UPS

ETP

Touch

LICENSE

Tab. 4-1: Menu structure of the dashboard

Display of the UPS status (Monitor Information)

Display of the UPS status (Detail Information)
Display of the electronic type plate including user

fields (Electronic Type Plate Information)

Display of the touch information

Disable touch to clean the screen (Touch Disable)
Display the "free and open source software" used.

4.2 Menu item "PRVR Dashboard"
The current state of the control cabinet PC is displayed in the "PRVR Dashboard"

menu item.

@ hitp://localhost 1250/ i//0

= PRVR Dashboard

£ - & || @ PRVR Dashboard

CPU Information
CPU Performance

CPU Loading (%)

Memory Information
Memory Performance

Memory Usage (%)

HWMonitor

CPU Temperature

System Information

BIOS Version

EC Version

100 100
80 80 \34
60 60
o “ PR
20 20
0 \./\/\M /W/\ 0
17:07:00 17:09:00 17:11:00 17:13:00 17:07:00 17:09:00 17:11:00 17:13.00
System Temperature
CPU Loading 2% || Memory Usage 22% \
CPU Max Speed 2808 MHz Memory Size 8GB 43
VBAT 29V
Top CPU Usage Processes Top Memory Usage Processes
Top 1 System Idle Process || Top 1 iexplore.exe || Refresh Interval 10s
Top 2 iexplore.exe || Top2 SearchUl.exa o
Top3 explorer.exe || Top3 MsMpEng.exe
Fig. 4-3: Menu item "PRVR Dashboard"
CPU Information
Element Description
CPU Loading (%) Graphic display of the CPU load, average value of
the last ten minutes
CPU Loading Real-time display of the CPU load

Bosch Rexroth AG R911384733_Edition 03
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Element Description

CPU Max Speed Real-time display of the maximum CPU speed

Top CPU Usage Processes Display of the three Windows processes with the

highest CPU load

Tab. 4-2: CPU information

Memory Information

Element Description

Memory Usage (%) Graphic display of the memory load, average value
of the last ten minutes

Memory Usage Real-time display of the memory load

Memory Size Display of the available RAM

Top Memory Usage Processes Display of the three Windows processes with the

highest memory load

Tab. 4-3: Memory Information

HWMonitor — Hardware monitoring

Element Description

CPU Temperature Real-time display of the CPU temperature in °C

System Temperature Real-time display of the system temperature in °C

VBAT Real-time display of the CMOS battery voltage in V

Refresh Interval Use the slider to set the interval between two mes-
sages.

Adjustment range between 10 and 180 seconds.
Default value: 10 seconds.

Tab. 4-4: HWMonitor - Hardware monitoring

System Information

Element Description

BIOS Version Display of the BIOS version

EC Version Display of the embedded controller version of the
IPC

Tab. 4-5: System Information

4.3 Menu item "Disk"

The menu item "Disk" shows information on the installed mass memory.

R911384733_Edition 03 Bosch Rexroth AG
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Use the drop-down menu "Select Disk" to select the memory medium (SSD, M.2,
CFast) on which information should be displayed if more than one memory me-
dium is installed in the device. The first memory medium in the system is dis-
played as default.

- o x
e @ http://localhost 1880/ ui/#/ O~ & || & PRVR Dashboard v
Select Disk ~ SQF-525M8-256G-SAC M

General Information
Model SQF-525M8-256G-SAC
Firmware SAFMO02A2
Serial Number FEB4076C100806479656

Lifetime Information
Bad Blocks 0 block(s)
Erase Count 1479
Life Remaining 51%

Additional Information
Power-On Hours 1643 hour(s)
Power Cycle Count 3655
Unexpected Power Loss Count 154
Temperature 31°C
Host Write 362651 Sector(s) - SSD/M.2
MB - CFast

Fig. 4-4: Menu item "Disk"
General Information — Basic data

Element Description

Model Display of the model name of the mass memory
(SSD, M.2, CFast)

Firmware Display of the firmware version of the mass memo-
ry (SSD, M.2, CFast)

Serial Number Display of the serial number of the mass memory

(SSD, M.2, CFast)

Tab. 4-6: General Information — Basic data

Bosch Rexroth AG R911384733_Edition 03
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Lifetime Information

Element Description

Bad Block Display of the "Later Bad Blocks" of the mass
memory (SSD, M.2, CFast)

Erase Count Display of the "Erase Count" of the mass memory
(SSD, M.2, CFast)

Life Remaining Display of the "Health State" of the mass memory

in % (SSD, M.2, CFast)

Tab. 4-7: Lifetime Information

[@ "Early bad block" are memory areas in the flash that have already
been marked as "bad block" during the initial manufacturing proc-
ess. "Later bad block" are memory areas that are only marked as
"bad block" during the normal device use (of the mass memory).

Additional Information

Element Description

Power-On-Hours Display of the operating hours of the mass memo-
ry (SSD, M.2, CFast)

Power Cycle Count Display of the number of power-on and power-off
processes of the mass memory (SSD, M.2, CFast)

Unexpected Power Loss Count Display of the number of unexpected power fail-

ures (no standby command of the host at the con-
troller) of the mass memory (SSD, M.2, CFast).

Temperature Display of the current temperature of the mass
memory (SSD, M.2, CFast)
Host Write Number of the total amount of data written to the

mass memory (SSD, M.2, CFast) by the host.
The unit for SSD and M.2 is sector (512 bytes).
The unit for CFast is MB.

Tab. 4-8: Additional Information

4.4 Menu item "Monitor Service"

The menu item "Monitor Service" is password-protected. Upon delivery, the
password is "Rexroth" and can be changed in the password-protected section of
this menu item.

= Due to safety reasons of the machine or the system, we strongly rec-
ommend to change the password during commissioning to ensure
that there are unauthorized changes in the configuration or monitor-
ing functions!

R911384733_Edition 03 Bosch Rexroth AG
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After entering the correct password, the following settings can be made:

e Configuring temperature monitoring

e Configuring mass memory monitoring

e Configuring UPS

e Write to both user fields in the electronic type plate

e Change the password of the dashboard for the section "Monitor Service".

e 2 http://localhost:1880/ui/#/2 £~ & %S PRVR Dashboard

= Monitor Service

Fig. 4-5: Menu item "Monitor Service" — Password input

After entering the correct password, the section "Monitor Service" can be ac-
cessed.

Bosch Rexroth AG R911384733_Edition 03
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e 2 http://localhost: 1880/ui/%/2 £~ & | %2 PRVR Dashboard

= Monitor Service

Temperature Monitor Disk Monitor A
CPU Monitoring ® || Disk Monitor o
CPU Temperature Overheat Warning (61°C~100°C) 100°c || 400 ™

® || SMART: On Raw Read Error Rate CHANGE
System Monitoring ® || RAID: On state CHANGE from NORMAL
System Temperature Overheat Warning (61°C~85°C) 85°C || send Alert Message [ )

® || Emergency Action Do Nothing -
Send Alert Message ® || Check Time Interval (1 hour~24 hours) 12 hour(s)
Emergency Action Do Nothing - L
Check Time Interval (10 seconds~300 seconds) 60 second(s)

—_—e UPS Monitor
ETP Monitor COM Port  None -
Select Element  User Info. 1 (128 characters) - DC-In Lost Emergency Action ~ Shutdown -
Input: Time to Shutdown PC after Power Qutage (10 seconds~ 180 seconds) 30 seconds
—e

System Password Check Time Interval (10 seconds~180 seconds) 10 seconds
Password (1~8 characters): ®
Original Password
New Password
Confirm Password

ou
[ Locout ~

Fig. 4-6: Menu item "Monitor Service"

Temperature Monitor — Temperature monitoring

Element Description

CPU Monitoring Switch to enable or disable the temperature monitoring of the
CPU.

Default setting: Enabled

CPU Temperature Overheat Warning Slider to set the limit temperature of the processor above which
a temperature warning should be issued.

Adjustment range between 61 °C and 100 °C
Default setting: 100 °C.

R911384733_Edition 03 Bosch Rexroth AG
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Element Description
System Monitoring Switch to enable or disable the temperature monitoring of the
system.
Default setting: Enabled
System Temperature Overheat Slider to set the limit temperature of the system above which a
Warning temperature warning should be issued.

Adjustment range between -61 °C to 85 °C
Default setting: 85 °C.

Send Alert Message Switch to enable or disable warnings when the overtemperature
of the CPU or the system is reached

Default setting: Enabled

Emergency Action Setting options whether an emergency action is to be executed
when the overtemperature of the processor or system is
reached, "Shutdown" or not "Do nothing".

Default setting: "Do Nothing"
Check Time Interval Slider to set the monitoring interval.

The monitoring interval can be set between 10 and 300 sec-
onds.

Default setting: 60 seconds

Tab. 4-9: Temperature monitoring — Temperature Monitor

Mass storage monitoring — (Disk Monitor)

Element Description

Disk Monitoring Switch to enable or disable the mass memory monitoring.
Default setting: Enabled

SMART: Erase Count Limit Input of the "SMART Erase Count Limit" above which a warning
is to be generated.
Default setting: 2400

SMART: On Raw Read Error Rate If this value is not 0, a warning is generated.

CHANGE

RAID: On state CHANGE from NOR- A warning is displayed if the RAID state is not "NORMAL" in the

MAL RAID operation.

Send Alert Message Switch to enable or disable warnings of the mass memory mon-
itoring

Default setting: Enabled

Bosch Rexroth AG R911384733_Edition 03



IndraControl PR, VR, DR and DE Devices 19/39

Software Applications PRVR dashboard
Element Description
Emergency Action Setting options whether an emergency action is to be executed

in case of events of the mass memory monitoring, "Shutdown"
or not executed "Do nothing".

Default setting: Do Nothing

Check Time Interval Slider to set the monitoring interval.
Monitoring interval can be set between 1 and 24 seconds.
Default setting: 12 hours

Tab. 4-10: Mass storage monitoring — Disk Monitor

UPS configuration — UPS Monitor

Element Description

COM port Selection of the interface used to connect the UPS
to the control cabinet PC.
XCOM1 or XCOM2

DC-In Lost Emergency Action Setting the action to be run upon power failure.

"Shutdown" or "Do Nothing".
Default setting: "Shutdown"

Time to Shutdown PC After Power Outage Slider to set the delay time between the failure of
the UPS supply voltage and the triggering of the
"DC-In Lost Emergency Action".

Adjustment range between 10 and 180 seconds.
Default setting: 30 seconds

Send Alert Message Switch to enable or disable warnings of the UPS.
Default setting: Enabled

Check Time Interval Slider to set the monitoring interval of the UPS
supply voltage.

Adjustment range between 10 and 180 seconds.
Default setting: 10 seconds

Tab. 4-11: UPS configuration — UPS monitor
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Electronic type plate - user section — ETP Monitor

Element

Description

Select Element

Input
UPDATE
Tab. 4-12: Electronic type plate - user section

Password settings — System Password

Element

There are two fields with 128 characters each
available in the electronic type plate of the PR and
VR devices to store information on the hardware,
e.g. machine information.

Select the user field ("User Info. 1" or "User Info.
2") to be written to.

Input field for data for the user field selected under
"Select Element".

Select the "UPDATE" button to save data from the
"Input" field.

- ETP Monitor

Description

Original Password

New Password

Confirm Password

SUBMIT
CANCEL

LOGOUT

To change the password, enter the current pass-
word into this field.

Default password upon delivery: Rexroth
Enter the new password.
8 characters max.

Confirm the new password. Only if "New Pass-
word" and "Confirm Password" are identical, the
new password can be saved.

"Save" the new password

Cancel the password change and delete the input
fields "New Password" and "Confirm Password".

Logging out from the password-protected section
"Monitor Service".

Tab. 4-13: Password settings — System Password

4.5 Menu item "UPS"

The state of the connected UPS is displayed in the menu item "UPS". If no UPS
is connected, "Not Connected" is displayed.
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e 2 http://localhost: 1880/ui/%/3 £~ & | %2 PRVR Dashboard

Monitoring Information

UPS Status Not Connected
DC_IN Not Connected
Battery Not Connected
Battery Temperature Not Connected
Remaining Capacity Not Connected

Detail Information

Firmware Version Not Connected
Time to Shutdown PC after Power Outage Not Connected
Time to Tumn off UPS after Shutdown Command Not Connected

Fig. 4-7: Menu item "UPS" — UPS not connected

If a UPS is connected, status and device information on the connected UPS are
displayed.

e 2 it locathost 1920/u/2/3 - 0| +2 prUR Dashiboard

Monitoring Information

UPS status [ Nomat
Battery Temperature 25.85 °C
Remaining Capacity 8%

Detail Information

Firmware Version VER001.023
Time to Shutdown PC after Power Outage 180 seconds
Time to Turn off UPS after Shutdown Command 2 minutes

Fig. 4-8: Menu item "UPS" — UPS connected
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UPS state display — Monitoring Information

Element Description
UPS Status Display of the UPS status:
o Normal (green) — UPS state without error

e Critical (red) — UPS error or not connected
DC-IN Display of the UPS input voltage:

e Normal (green) - UPS input voltage present

e Critical (red) - UPS input voltage failed
Battery Display of the battery status:

e Normal (green) — UPS battery status OK

e Critical (red) - UPS battery error or not con-

nected
Battery Temperature Display of the UPS battery temperature
Remaining Capacity Display of the battery capacity in percent

Tab. 4-14: UPS state display — Monitoring Information

USV state display — Detail Information

Element Description
Firmware Version Display of the UPS firmware version
Time to Shutdown PC After Power Outtage Display of the time set until the PC receives the

shutdown signal after a power failure.

Time to Turn off UPS After Shutdown Command  Display of the UPS switch-off time after the PC
send the signal for shutdown.

Tab. 4-15: USV state display — Detail Information

4.6 Menu item "ETP"

The electronic type plate of the control cabinet PC is displayed in the menu item
"ETP".
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e 2 http://localhost 1820/ui/=/4 £~ & | %2 PRVR Dashboard

Electronic Type Plate Information

Device Order Text PR4100.01-0-11-NB1-AN-AA-0B-ONNN
Device Order Number R911123123
Device Index AB1
Device Serial Number 7260123456789AB
Operating System Win10 IoT HighEnd 64Bit A0
Image PR/VR4 W10 OT 2016 LTSB image 101

User Info. 1

User Info. 2

Fig. 4-9: Menu item "ETP"
Electronic type plate — ETP

Element Description

Device Order Text Display of the type code of the device

Device Order Number Display of the part number of the device

Device Index Display of the change index of the device

Device Serial Number Display of the serial number of the device

Operating System Display of the operating system - Ordering infor-
mation from type code

Image Display of the image name and version

User Info. 1 Display of the content of the user field 1.
The content can be changed in the "Monitor Serv-
ice".

User Info. 2 Display of the content of the user field 2.

The content can be changed in the "Monitor Serv-
ice".

Tab. 4-16: Electronic type plate - ETP

4.7 Menu item "Touch"

Information on the touch controller is displayed in the menu item "Touch". For
cleaning, the touch can be disabled for 30 seconds.
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@ hitp://localhost: 122

£~ || & PRVR Dashboard

Touch Information

Device:  Touch Display 1

Firmware Version :

Status:

Touch Disable (Re-enable touch after 30s) [ ]

PM1711.D01.1.2.0

Touch Enabled

Fig. 4-10: Menu item "Touch"
Touch

Element

Description

Device

Firmware Version

Status

Touch Disable

Tab. 4-17: Touch

Display of a touch device.

Up to three external displays of the DR and DE ser-
ies can be connected to and operated at a device
of the PR series.

Display of the firmware version of the touch de-
vice.

Display of the status of the touch device. "Enabled"
or "Disabled".

Option to disable the touch for cleaning purposes.

If the touch is disabled, it enables again automati-
cally after 30 seconds.

I

Up to three external displays of the DR and DE series can be connec-

ted to the devices of the PR3 and PR4 series. Proceed as follows to
assign a name to multiple displays:

1. Switch on the PR device.

2. Connect the first display and switch on the voltage supply. The
name "Touch Display 1" is assigned to the first display.

3. Connect the second display and switch on the voltage supply.
The name "Touch Display 2" is assigned to the second display.

4. Connect the third display and switch on the voltage supply. The
name "Touch Display 3" is assigned to the third display.
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4.8 Menu item "LICENSE"

The menu item "LICENSE" shows the licenses of the free and open source soft-
ware of the device used. The respective component to display its license text is
selected via the selection field "LICENSE".

e © nttp://localhost:1830/ui/#/6 DO~ O || @ PRVR Dashboard

LICENSE Information

LICENSE  Node,js -

Nodejs is licensed for use as follows: ~

Copyright Nodejs contributors. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to

deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright natice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING

FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN THE SOFTWARE.

This license annlies ta narts of Node is ariginatina from thy

Fig. 4-11: Menu item "LICENSE"

5 PR and VR tools

5.1 Display orientation of the PR and VR panel PC

Upon delivery, the display orientation of the PR and VR panel PC is set to land-
scape format. To easily set it to the portrait format, use the tool "PR/VR Orienta-
tion Setting" in the start menu under Start » Rexroth. The following settings can
be changed using this tool:

1. Display orientation
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ol PR/VR Orientation Setting — O

Current Onientation : |Landscape

Change Orientation : | Portrait

Fig. 5-1: Tool "PR/VR Orientation Setting"
2. Windows theme
3. Themes of the Windows login screen

5.2 Display brightness of PR and VR panel PCs

Upon delivery, the display brightness is set to "9". To easily set the brightness of
the screen, use the tool "PR/VR Brightness Control" in the start menu under

Start » Rexroth.
1. Start the tool "PR/VR Brightness Control".
2. Move the slider to adjust the brightness.

B ErightnessContral

Brightness Control
Move the slider to adjust the brightness.

Fig. 5-2: Tool "PR/VR Brightness Control"

[@9 The tool "PR/VR Brightness Control" is used to adjust the display
brightness for panel PCs of the VR series. To adjust the display
brightness at the DR and DE displays, use the tool "DR/DE Bright-

ness Control".
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5.3 Display brightness of DR and DE displays

Upon delivery, the display brightness of the external DR and DE displays is set to
"9". To easily set the brightness of the screen, use the tool "DR/DE Brightness
Control" in the start menu under Start » Rexroth.

1. Start the tool "DR/DE Brightness Control".

2. The brightness setting at the external display of the DR and DE series is ad-
dressed via a COM interface (Silicon Labs CP210x USB to UART Bridge
(COM)). Select the respective COM interface of the external display. If mul-
tiple displays are connected, identify the respective display via the Blink
button.

Select the Blink button and the backlight of the external display connected
to the selected COM interface flashes.

3. Use the slider to adjust the brightness level between 1 and 9.

85! DR/DE Brightness Controller — O *
COM Port :  |com3 ~| | Blink
Brightness : < * 9

Fig. 5-3: Tool "DR/DE Brightness Control"

ng’ Use the tool "DR/DE Brightness Control" to adjust the display bright-
ness at the external displays of the DR and DE series. To adjust the
display brightness at the panel PC, use the tool "DR/DE Brightness
Control".

= Up to three external displays of the DR and DE series can be connec-
ted to the devices of the PR3 and PR4 series. Proceed as follows to
assign one COM interface to multiple displays:

1. Switch on the PR device.

2. Connect the first display and switch on the voltage supply. The
interface "COM3" is assigned to the first display.

3. Connect the second display and switch on the voltage supply.
The interface "COM4" is assigned to the second display.

4. Connect the third display and switch on the voltage supply. The
interface "COMb5" is assigned to the third display.
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;.'._.-_ Device Manager
File Action View Help
s BB HE B EXGE

v & REXROTH-1AHOO6R
» Bl Computer
b e Disk drives
» Ol Display adapters
W Firmware
el Human Interface Devices
== |DE ATA/ATAP| controllers
= Keyboards
> @ Mice and other pointing devices
» B Monitors
» [P Network adapters
» B Portable Devices
v @ Ports (COM & LPT)
# Communications Port (COM1)
W Communications Port (COM2)
@ Silicon Labs CP210x USE to UART Bridge (COM3)
. Silicon Labs CP210x USE to UART Bridge (COM4)
» [ Print queues
» u Processors
|_] Rexroth Super /O Devices
B Software devices
i| Sound, video and game controllers
. & Storage controllers
» Em System devices

¥ Universal Serial Bus controllers

Fig. 5-4: Device manager if two DR and DE displays are connected
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5.4 Backup software Acronis

In the operating system image of the devices (for PR4/VR4 with an image release
> 01V02), the backup software "Acronis True Image OEM" is included. To open
the software, click on the Desktop icon "Acronis True Image OEM" or go to "Ac-
ronis" in the start menu.

Acronis language

The default display language is English.
Selecting another language: Settings » Interface language

Image OEM

BACKUP Settings

ARCHIVE

Interface language

SYNC

TooLs

Portugués brasileiro Save settings to file.
LG Cetina

PROTECTION

O Account

SETTINGS

Fig. 5-5: Acronis language settings
Acronis help

The present description does not explicitly deal with the individual Acronis True
Image OEM functions. For a detailed description, go to the Acronis online help.
To open the online help, go to:

Start Acronis » Select “Help” » Select “Open Help”
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N Acronis True mage OEM

BACKUP Help and support

ARCHIVE

TooLs

ACTIVE 0
PROTECTION

ACCOUNT @ ()
\ 25 4 '

SETTINGS

About Open Help Generate system report

Fig. 5-6: Acronis interface - Help

nis True Im

X @ @ Q
Contents Index < ‘Welcome to Acronis® True Image™ OEM
" Welcome to Acronis® True Image™ OEM A
> Introduction
> Getling started Getting started

> Basic concepts

> Backing up data
- How do| protect my computer? - A couple of simple steps to protect your computer with the best Acronis True Image feature.
> Recovering data
- How do| back up all data on my computer? - The predefined, easy method to protect all your data at once.
> Archiving data

> Protecting family data .
Product overview
> Synchronizing data

> Acronis Mobile

Introduction Backup Recovery
> Disk cloning and migration
« Wnatis Acronis True Image +  Diskand pariiion backup + Recovery of your

> Tools OEM computer

- File backup
> Troubleshooting - Basic concepts - File recovery

- Choosing backup storage

Legal notices

« The difference between file backups and v

> Giossary of Terms v

Fig. 5-7: Acronis - Help opened in the browser
The help text is displayed in the currently set language of the user interface.

6 Linux Ubuntu Core

The PR21 devices include the operating system "Linux Ubuntu Core" upon deliv-
ery.
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6.1 Identifying the image version

The Ubuntu Core Image is identified using the file /writable/system-
image/etc/media-info. Enter the command cat /writable/system-
image/etc/media-info into the console to get the file content!

6.2 Local users

The user "boschrexroth" is created upon delivery.

User name Password
boschrexroth boschrexroth

Tab. 6-1: Local users

NOTICE Data abuse due to insecure password!

The default user "boschrexroth" and the password "boschrexroth" provided upon
delivery are intended for a facilitated commissioning.

Immediately change the password of the standard user after commissioning.
Open the console with passwd. Enter the current password and then the new
password twice.

[]g: Due to security reasons, an SSH remote access and a console login
is not allowed for the "root" user!

If users require the "root" right, they can be enabled temporarily us-
ing the "sudo" command!

6.3 Network configuration

The networks are configured as follows upon delivery:

XF5 XF6
DHCP IP: 192.168.0.1
Tab. 6-2: Network configuration XF5 and XF6

Use the net plan file /etc/netplan/00-snapd-config.yaml to configure the
network.

For the network configuration listed in the table, the file content of the net plan
file is as follows, here shown for the DCHP and fixed IP addressing exemplarily:
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network:
version:
ethernets:
etho:
addresses: []
dhcp4: true
ethl:
addresses: [1952.1€8.0.1/24]
nameservers:
addresses: [1.1.1.1]

Fig. 6-1: PR21 Ubuntu Core Standard net plan file
Use the editor "vi" to change the network configuration files. Open vi

sudo /etc/netplan/00-snapd-config.yaml to edit the file.
6.4 Linux Recovery

A USB recovery stick is included upon delivery. The basic image can be restored
using this USB recovery stick.

= The basic image on the recovery USB stick does not replace the data
backup required in case of device failure.

Run the Linux recovery as described in the following:

[@ No network connection allowed during recovery. Remove possible
plugged-in network connections!

1. Connect the recovery USB stick to the USB interface of the switched-off
control cabinet PC.

2. Directly press F7 after switching on the device and select the USB disk
boot "UEFI: USB DISK 2.0 PMAP".
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Please select boot device:

UEFI: Built-in EFI Shell
UEFI: MMC - M52532

UEFI: USB DISK 2.0 PMAP
Enter Setup

T and ! to move selection
ENTER to select boot device
ESC to boot using defaults

Fig. 6-2: Recovery F7 USB disk boot

3. Select Recovery CD in the displayed GRUB boot loader. Start the Recovery
system.

4. In the next screen "Ubuntu Core Installer", press "Yes" to start the recovery.
After a successful recovery, the control cabinet PC shuts down automati-
cally. Press “Power” to restart the control cabinet PC and for the initial
start of the restored operating system. The operating system initializes the
hardware upon the first start.

[@3 After the successful recovery, the network connections can be re-
stored.
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